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ABSTRACT

Computerized management and maintenance for large scale systems involve a function of
information gathering and knowledge extraction. In the �eld of research on autonomous op-
eration in such large scale systems, the major e�orts have been concentrated to monitoring,
diagnosis and planning based on the organized knowledge of system speci�cation, predeter-

mined expertise and observed information in an on-line manner. On the other hand, the
extra scattered and non-uni�ed massive information is widely available that is associated
with operation, maintenance and management of the systems. However, little attention has
been paid to the exible information gathering and knowledge extraction from such less
organized data. It is these tasks that are essential if we are to enhance the quality and
reliability of the system, since the less organized data often contain important information
for such enhancement. An e�cient measure to the tasks is to introduce the recent progress
in the �eld of Knowledge Discovery and Data Mining (KDD). We exemplify the feasibility of
some of the new techniques of KDD, i.e. "KDD of association rules" and "KDD of patterns
and prediction rules in graphs", in large scale systems, and discuss the perspective of this
new direction of the innovation.

I. INTRODUCTION

Computerized management and maintenance supports for large scale systems involve a
function of information gathering and knowledge extraction performed by human experts.
For example, European Reliability Data System (ERDS) collects and organizes information
related to the operation of light water nuclear reactors [1]. The information includes compo-
nent events, abnormal occurrences, and reliability parameters. The model based knowledge
compiler [2] and the acquisition system of generalized failure mechanism knowledge [3] are
other examples. The former derives possible failure modes based on the domain model and

the failure model of the objective plant. The latter uses past failure cases in the framework
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of case based reasoning (CBR) in addition to model based reasoning (MBR). The ERDS
assumes that the collection and classi�cation of various raw data are conducted by hands.
The two systems both of which are to derive failure knowledge also assume that the models
and the cases are given in systematic formats in advance. Since the required knowledge for
many tasks can be prepared in such systematic forms, these approaches address the issues of
successfully automating and supporting the management and the maintenance of large scale
systems.

At the same time, widely scattered and non-uni�ed massive information is also available
that is associated with system operation, maintenance and management. For instance, the
maintenance records, the procedure manuals and the design speci�cations are often to a
great extent provided by natural language and graphics. Human experts of system opera-
tion frequently gather such information in a given situation of normal operation, emergency
operation or maintenance work. They exibly extract important knowledge from the gath-
ered information, and reect it to the action for the corresponding situation. However, the

automatic gathering and compilation of this kind of data to a well organized format suitable
for various purposes, scopes and situations require intractable amount of computation and
memory, and sometimes they can be hardly conducted due to the ambiguity of terminolo-
gy, lack and redundancy of information. Accordingly, it is sometimes di�cult to apply the
aforementioned systems to various purposes, scopes and situations due to the lack of the
organized data required by the systems.

For example, let us consider an incore neutron ux monitoring system of a nuclear power
plant which is designed to generate an alarm signal of "excessive neutron ux level" based
on the output signal of three neutron ux sensors, where the logic to generate the alarm is
"2 out of 3" of the sensor outputs. When an alarm is announced during the plant operation,
the operating system should judge if this alarm is true or faulty. A conventional scope
of diagnosis may judge it true based on the knowledge of the system design, the process
observations and the report that the three sensors have been correctly calibrated. On the
other hand, another scope of diagnosis based on the knowledge of the system design and that
all three sensors have been calibrated by a unique program may indicate a certain possibility
of the alarm being faulty due to the common miss calibration. The diagnosis to enhance the
quality and reliability of the system operation must take into account these multiple scopes.

If we apply the aforementioned conventional approach to this problem, a large knowledgebase
must be developed in advance to include the knowledge for both scopes. Such extensions
of the knowledgebase for further multiple scopes lead to an explosion of the size of the
knowledgebase, and the reasoning of the plant operating system becomes intractable.

In the �eld of research on autonomous plant operating systems, the major e�orts have
been concentrated on monitoring, diagnosis and planning based on the organized knowledge
of plant speci�cation, the predetermined expertise and the observed sensor information in
an on-line manner[4]. Similarly to the research on general large scale systems, little atten-
tion has been paid to the exible information gathering and knowledge extraction from the
less organized data. However, as indicated through the above example, the conventional
framework is sometimes insu�cient to maintain the quality and reliability of the system.

An e�cient remedy to this di�culty is to introduce the following functions.

1. autonomous decision making under a given objective

2. attention focusing on correlated data and selecting an applicable method
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Figure 1 Entire framework of an autonomous KDD system.

3. gathering important information from the data and extracting knowledge

Its entire framework is depicted in Fig.1. The �rst and second functions are implemented by
autonomous agent mechanisms. The agent has domain knowledge of a plant, and is accessible
to the available databases. It autonomously focuses on the databases that are associated with
the given objective based on its domain knowledge. It also selects an appropriate method to
be used in the latter steps. The third function is also involved in the agent, but the source of
its technique is from the research �eld of Knowledge Discovery and Data mining (KDD). The
information gathering function of the agent includes the selection of important data from
the focused database, the preprocessing of the selected data and the transformation of the
preprocessed data to some convenient formats for the subsequent knowledge extraction step.

The knowledge extraction is to discover or mine meaningful relations among the facts given
in the massive data. Such an example of the meaningful relation is "all three sensors have
been calibrated by a unique program". The extracted knowledge is tested if it is associated
with the given purpose. If it passes the test, the agent outputs the knowledge.

Many technologies developed in the past AI research are applicable to construct this type
of agents, but much more work has yet to be done. This paper focuses on the part (3) in
the framework. We introduce the recent progress in the �eld of KDD, and exemplify the
feasibility of this new technology in large scale systems.

II. OUTLINE OF KDD PROCESS

The KDD is an iterative process involving the following steps with decisions that are
made by the agent[5, 6].

(S1) First step is to understand the relation between the given mission and the current
situation, which identi�es the objective of the KDD process. Then, the availability
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of databases is checked, and a subset of the databases associated with the identi�ed
objective is focused on. This step mainly relies on the ability of the agent, and is not
considered to be a dedicated step in the KDD process.

(S2) The second step is to select a subset of variables or data samples which seem to have
some relations with the objective in each database. This step requires background
knowledge of the domain to relate the contents of the databases with the objective.

(S3) The third step is data cleaning and preprocessing. The noise in the data is removed by
collecting the necessary information to account for noise. Some missing data �elds are
interpolated or extrapolated by accounting for time-sequence information and known
changes, for example.

(S4) The forth is data reduction and projection. Useful features under the given objective
are sought. The unnecessary and redundant variables are eliminated, and invariant
representations for the data are found.

(S5) The �fth step is to select a particular data-mining class matching to the given objective.
Summarization, classi�cation, regression, clustering, and association are the examples.

These steps from (S2) to (S5) belong to the information gathering function of the operating
system.

(S6) The sixth is to explore an analysis method, a model and a hypothesis according to the

objective, the selected data-mining class, the features of the chosen data and so on.
Then an appropriate method is determined.

(S7) The seventh step is data-mining. Patterns of interest are searched and represented in a
particular form. The examples of such forms are classi�cation rules, trees, regression,
clusters, and graphs.

The function of the knowledge extraction consists of the steps (S6) and (S7). The most of
the past KDD research has been concentrated to these steps. They came from the �elds of
machine learning, statistics and database technologies.

(S8) The eighth is to interpret the results derived in the data-mining process based on the
background domain knowledge and to evaluate if the use of the mined patterns have
meaningful contribution to the objective. If the results are not enough to meet with
the objective, the process returns to any steps (S1) through (S7) for further iteration.

(S9) The �nal step is to use the obtained knowledge for the objective in concert with the
domain knowledge.

These steps are conducted by the operation of the agent, and are not considered to be
dedicated to the KDD process.

The main body of the KDD technique consists of the steps (S2) through (S7).

III. EXAMPLES OF KDD

This section describes our experience on the KDD, and shows the feasibility of the appli-
cation of the KDD in large scale systems. A representative task of the KDD in large scale
systems is to obtain classi�cation rules of given data. The rules to judge if a situation is
normal or abnormal are the typical classi�cation rules. The most representative methods to
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acquire the classi�cation rules are the decision tree based approaches such as ID3 [8] and
C4.5 [9]. These methods assume that the data are given in a tabular format where a datum
is given in a raw, and a feature corresponds to a column. They construct decision trees to
classify the given data according to an objective feature in that data. They utilize some
generic information measures to select a feature by which to judge if a set of data should
belong to a di�erent branch from the others. The constructed decision trees stand for a
set of rules for the classi�cation of the given data. This framework is known to be widely
applicable so that numbers of applications in large scale systems have been reported[10, 11].
However, it has a major drawback that the dimension of features contained in the data must
be limited to a moderate number. According to this feature, it is not easily applied to the
objective in this paper, where the given data are widely scattered and contain non-uni�ed
massive information. The authors are currently working on the KDD approaches for the
data containing massive feature dimensions and representing more complex relations.

A. KDD of association rules

One of the most common data representation in large scale systems is given as a set
of transactions, where a transaction is a set of symbolic items. A typical example of the
transaction data is the records in the POS system in convenient chain stores. A transaction
has the following representation.

transaction = fman;Cambridge; chocolate; bread;milk; :::g:

This means that a customer, who is a man, bought a chocolate, a bread, milk and so on at
the store in "Cambridge". The symbols such as "man", "Cambridge" and "bread" are called
items. Our interest is to enumerate all association rules supported by a certain frequency and
a certain con�dence. An analysis to derive such association rules is called "Basket Analysis"
[7]. The association rules derived by this method have the following form for example.

fman;Cambridge; breadg ) fchocolate;milkg:

This means that if a fact that a man buys a bread in a store in Cambridge is observed, then
the fact is often observed that he buys a chocolate and milk at the same time. The condition
clause is called a "body" of the rule and the consequent clause a "head".

Two criteria are used to mine the association rules from the given data. One is a "support
level" de�ned by the following form.

sup(I) =
(frequency of transactions including I)

(total number of transactions)
:

I is a set of items. The support of a rule is represented as sup(B [ H), where B is the
body of the rule and H the head. The transactions to be covered by the rule are frequently

observed if the rule is signi�cant. Thus, the support of the signi�cant rule should be larger
than a certain threshold. Another criterion is a "con�dence level" de�ned as follows.

conf(B;H) =
(frequency of transactions including B [H)

(frequency of transactions including B)
=

sup(B [H)

sup(B)
:

If the rule is signi�cant, the items in H are frequently observed in a transaction when the
items in B are observed in the same transaction. Accordingly, the con�dence of the mined
rule should also be larger than a threshold.

Under the given thresholds of the support and the con�dence, quite large amount of
redundant rules are normally derived. Since this makes it di�cult to interpret and utilize
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the resultant rules, the rule �ltering techniques have been studied[12]. However, the �lters
proposed in the past do not ensure the completeness of the redundancy elimination. The
authors propose an optimal �lter based on maximality and minimality principles. The
"maximality principle" is to �lter only the maximal rules B ) H where no other rules
B0

) H 0 covers them, i.e., fB [ Hg �= fB 0
[ H 0

g. Such maximal rules cover the most
relations among the items under a given support threshold. The "minimality principle" is
to �lter only the rules B ) H having minimal bodies B where no other rules B0

) H have
the bodies B 0

�= B. Such minimal rules require the least observations to be applied under
a given con�dence threshold. The combined use of the two principles provides the rules to
derive the most associated facts from the least observations.

We applied this framework to the logging database of a telecommunication network[13].
The objective of this analysis is to discover any valuable rules for the marketing of the
telecommunication industry. This database contains 65,525 transactions where each corre-
sponds to one phone call. The �rst, the �fth and the �nal steps described in the previous

section are omitted, since the purpose in this example is to demonstrate the feasibility of our
basket analysis for its appropriate problem. In the second step, the item types relevant to
the feature of the customer are selected based on the background knowledge of the analysts.
In this step, many unrelated item types such as the names of the communication switch are
removed from the analysis scope. The item types selected are calling (called) sex, calling
(called) marital, calling (called) city, call type, date and day of week. Total number of items
under this selection is 221. In the third step, the tabular format of the original data is
converted to the transaction format for the analysis. Fourth, a small part of the data are
tested by the analysis method, and items which do not seem to contribute to the result are
removed. In this case, the items of the day of week were removed. In the sixth and the
seventh steps, many combinations of the threshold values of the support and the con�dence
are iteratively tested, and the appropriate combination of the values is determined, where a
moderate number of comprehenssive association rules are provided. An e�cient algorithm
of the basket analysis was used since the complexity of the problem is exponential to the
number of items[7]. Table I shows the performance of the rule reduction by our method un-
der various thresholds. When the number of rules is large, the e�ect of the �ltering becomes
signi�cant. The followings are the example rules mined from this data.

fCalling-City:Augustag ) fCalling-Marital:Singleg

fCalled-City:Augustag ) fCalled-Marital:Singleg

This pair of rules indicates that single persons frequently make and receive phone calls in
Augusta.

fCalling-Sex:Man, Called-Sex:Mang )

fCalling-Marital:Married, Called-Marital:Marriedg

Next one shows that men calling other men tend to be both married. As these types of
knowledge are considered to be meaningful for the given purpose, the obtained rules are
decided to be the knowledge associated with the marketing in the eighth step.

B. KDD of patterns and prediction rules in graphs

One of the widely observed but more complicated data structures than the decision trees
and the association rules is graph patterns. The authors are currently working on the method
called "Graph Based Induction (GBI)" to discover frequently occurring patterns in the data
of graph structure[14, 15]. Figure 2 depicts the summary of the algorithm. Given data
of graph structure, the standard GBI recursively searches frequently appearing linked node



Proc. of Int. Sympo. on AIR&HAS, pp.201-210 (1997) 7

Table I Performance of rule reduction

L-Support L-Con�dence Number of Rules

no �lter
2.0 % 90.0%

36
�ltered 36

no �lter
2.0 % 70.0%

624
�ltered 604

no �lter
2.0 % 50.0%

1,724
�ltered 1,414

no �lter
2.0 % 30.0%

3,710
�ltered 1,373

no �lter
1.0 % 90.0%

617
�ltered 229

no �lter
1.0 % 70.0%

1,876
�ltered 1,352

no �lter
1.0 % 50.0%

4,392
�ltered 3,107

no �lter
1.0 % 30.0%

8,613
�ltered 2,890

pairs to discover typical graph patterns. In the example of this �gure, the links from the
nodes 1 and 2 to the node 3 appear many times. First, GBI counts the frequency of the
linked node pairs of 1 and 3. Because the frequency is beyond a certain threshold level, these

pairs are chunked and replaced by a new node labeled as node 10 for instance. Again, GBI
seeks the frequent pairs, and �nds that the linked node pairs of 2 and 10 appear frequently.
Then, those pairs are further chunked and newly labeled as node 11.

The framework of GBI is also applicable to discover prediction rules in a huge graph by
using di�erent criteria. For example, if we want to discover signi�cant rules to predict the
linked node Ak based on the link attributes fis and the linking nodes Bjs in Fig. 2, the
following criterion based on the information measure derives a candidate of link-node pairs
ffi0; Bj0g predicting Ak.

ffi0; Bj0g = ArgmaxfI(n)� E(fi; Bj)g;

I(n) = �

X

k

nk

N
log

2

nk

N
;

E(fi; Bj) =
NY es

ij

N
I(nY es

ij ) +
NNo

ij

N
I(nNo

ij );

where nk is the frequency of each node Ak(k = 1; :::;K), and N =
P

k nk. nY es
ij is the

frequency of the node Bj having the link fi, and nNo
ij is the number of the other nodes. NY es

ij

and NNo
ij are the sums over k of nY es

ij and nNo
ij , respectively.

The algorithm and the criterion have been applied to the problem of command prediction
that is used in a man-computer interface[16]. The GBI monitors and gathers the history of
the commands that a user has typed and the associated �le I/O accesses, and it predicts
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the next command that the user wants to type. The history of command sequence and �le
I/O relations is represented by a huge graph. This approach of the command prediction has
a signi�cant advantage to enhance the prediction accuracy, while the conventional decision
tree based approaches use only the information of the command sequence. Our experimental
result shows that the accuracy have been increased from 35% by the conventional one to
75%.
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Figure 2 Principle of GBI

IV. CONCLUDING REMARKS

The exempli�ed two approaches of the KDD show good performance to gather important
information and extract meaningful knowledge for each di�erent objective. The tasks similar
to the knowledge discovery in the telecommunication network may exit in the area of the
autonomous plant operation. Since the procedure of the plant operation is not merely a
sequential one but involves many parallel processes, and thus, the whole process can be
represented by a graph, the GBI technique may also be widely applicable to the operation
monitoring, diagnosis and guidance.

The approaches of the KDD described in this paper are a small part of the KDD method-
ology. Variety of the methods can be used depending on the given objective and the feature
of the data. Furthermore, the wide menu of the approaches will become available in near fu-
ture, since the new techniques in the KDD are being developed and the progress in this �eld
is very rapid. In this sense, the introduction of the KDD technique to large scale systems is
one of the areas that is worth to explore.

There still remains a big issue for the KDD technologies to be successfully applicable
to autonomous plant operation. The KDD technique is basically to support the process of
knowledge discovery and data mining conducted by humans. It does not provide any means
to develop autonomous discovery and mining process. To establish such autonomy, we have
to rely on the progress of the agent technology. The extensive study of autonomous agents
must be conducted in the future in relation to the KDD.
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